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One-to-One Technology Integration 
 

     Bethel Park School District continues to prepare its students with 21st century trends in education. 
Independence Middle School, Neil Armstrong Middle School, and Bethel Park High School offer a 
Chromebook for each student, ensuring we graduate students who can work digitally, collaborate 
meaningfully, and communicate in connected, real-world ways.   

 
      Bethel Park has a Google management license that connects our learning community via Google 

Drive and its productivity suite. This license affords our students the full array of Google Apps for 
Education and their features. In fact, Google offers thousands of educational apps that teachers and 
students can use to power-up learning.  

      When students sign into Google Chrome with their bphawks account, these apps are instantly 
available wherever they go, making a smooth transition between home and school. 

 
      Of course, the most powerful app ever is a web browser, which brings the world within students’ 

reach at the touch of a keyboard. Chromebooks are built with this in mind. They run the Chrome OS 
(operating system) and provide the web via the Chrome browser and apps. Chromebooks are 
secure. Without a hard drive, they are virus-free and store everything in cloud-based apps like 
Google Drive. Chromebooks automatically update their OS ensuring they remain fresh with the 
latest innovations.  

 
      This handbook outlines the District’s expectations, for Grades 5-12, of proper handling of 

Chromebooks, describes students’ responsibilities and ways they can best take care of the devices, 
and includes an agreement for them and their parent/guardian, including an option for a Technology 
Protection Plan. Understanding and abiding by this agreement is necessary in order to provide the 
best use of Chromebooks to our students. Its regulations, along with the District policy on Internet 
Acceptable Use and Student Handbooks, provide safeguards to ensure students have a positive 
experience, as we provide a 1:1 integration of educational technology for all.  

 
As we begin another year with Chromebooks, we are excited about the possibilities. We know our 
teachers and students will find new apps, new lessons, and new discoveries as they prepare for 

tomorrow’s opportunities. As always, Bethel Park is Where Futures Begin.  
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Chromebook Loan Agreement 
 

 
A Chromebook and accessories in good working 
order are being lent to each student. Each 
student’s acceptance of the equipment indicates 
the student’s and parent/guardian’s acceptance of 
the responsibility to care for the equipment and 
ensure that it is kept secure and functional, as 
expressed in this document. 
 
This equipment remains at all times the Property 
of the Bethel Park School District and is lent to the 
student for educational purposes only. The 
student may not deface or destroy this property in 
any way. The equipment is for the use of the 
student only; family and friends should not use the 
equipment. Inappropriate use of the device may 
result in the student losing his or her right to use 
of the Chromebook. The equipment will be 
returned when requested by Bethel Park School 
District, at the end of the school year, or sooner, if 
the student enrolls in Alternative Education, or 
withdraws from the District prior to the end of the 
school year. 
 
The District property may be used by the student 
only for non-commercial purposes, in accordance 
with District policies and rules, the District’s 
Internet Acceptable Use Policy, as well as local, 
state, and federal law. 
 
Students may install Chrome apps as allowed by 
an established building level Chromebook student 
app library.  The district will not be liable for any 
costs incurred for the installation of unapproved 
applications.  

But please note that personal apps, videos and 
photos may be deleted if required to free up 
space for District apps and documents. 
 
The student may not make or allow others to 
make any attempts to add, delete, access, or 
modify District owned information on any 
Chromebook or any school owned computer. 
The Bethel Park School District network is 
provided for the academic use of all students and 
staff.  The student agrees to take no action that 
would interfere with the efficient, academic use of 
the school network. 
 
Asset tags have been placed on the 
Chromebooks.  These labels are not to be 
removed or modified. If they become damaged or 
missing, contact the IT support staff for 
replacements.  Additional stickers, labels, tags, or 
markings of any kind are not to be added to the 
device. 
 
An email account—a school licensed Gmail 
account @bphawks.org--will be available for each 
student to use for appropriate academic 
communication with other students and staff 
members only. This email is for communication 
within the School District only. 
 
The student agrees to use best efforts to assure 
that the District property is not damaged or 
rendered inoperable by any electronic virus while 
in the student’s possession. 
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What Is a Chromebook 

 
Chromebooks are laptop digital devices which run Chrome OS by Google as its operating system. They 
are “thin client” devices and have virtually no hard drive storage. Essentially they are web browsers, 
designed to be used to connect to the Internet. Chromebooks require most applications and data run in the 
cloud, or on remote web servers. Because of the reduced hardware they are relatively inexpensive in 
comparison to other laptops and PCs. To store or access personal files with a Chromebook, a user must 
have access to cloud-based storage, like Google Drive, or attach a flash drive. 
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Responsibilities 
 
Student Responsibilities: 
 
The Chromebook is an important learning tool and is to be used for educational purposes only. In order to take the 
Chromebook home each day, you must be willing to accept the following responsibilities. 
 

● When using the Chromebook at home, at school, and anywhere else I may take it, I will follow the policies of 
Bethel Park School District, particularly the Student Handbook and the Internet Acceptable Use Policy, and 
abide by all local, state, and federal laws. 

● I will treat the Chromebook with care by not dropping it, getting it wet, leaving it in an automobile, leaving it 
outdoors, unsecured, or in a place where it may become damaged or stolen. 

● I will not lend the Chromebook to anyone, not even my friends or family members; it will stay in my possession 
at all times. 

● I will not remove District-owned programs or files from the Chromebook. 
● I will charge my Chromebook nightly so that it has a full charge at the start of school every day. 
● I understand that if I leave my Chromebook at home or do not charge it, I am still responsible for getting course 

work done as if I had my Chromebook present and charged. 
● I will bring the Chromebook to school every day. If I leave my Chromebook at home for multiple consecutive 

days, I may be called upon to bring the device in to verify possession and condition of the Chromebook. 
● I agree that email (or any electronic communication) should be used only for appropriate, legitimate and 

responsible communication. 
● I will keep all accounts and passwords assigned to me secure and will not share them with anyone. 
● I will not attempt to repair the Chromebook. If it is not working properly, I will notify IT support staff, teachers, or 

administrators. 
● I will bring the Chromebook to IT support staff or administrator if it needs repair. If it needs repair, the student’s 

record will be checked, a loaner may be checked out if the student is eligible and a device is available, and 
appropriate fees will be charged to the student’s District account. 

 
Parent/Guardian Responsibilities: 
 
Your son/daughter has been issued a Chromebook to improve his/her education this year. It is essential that the 
following guidelines are followed to ensure the safe, efficient and ethical operation of this computer. 
 

● I will supervise my child’s use of the Chromebook at home. 
● I will discuss our family’s values and expectations regarding the use of the Internet at home. 
● I will supervise my child’s use of the Internet and email. 
● I will not attempt to repair the Chromebook, nor will I attempt to clean it with anything other than a dry cloth. 
● I will report to the school any problems with the Chromebook and will not delete any District software. 
● I will make sure my child recharges the Chromebook nightly. 
● I will make sure my child brings the Chromebook to school every day. 
● I understand that if my child comes to school without the Chromebook, I may be called to bring it to school. 
● I agree to make sure that the Chromebook is returned to school when requested or upon my child’s withdrawal 

from the Bethel Park School District. 
● I will return the Chromebook when requested or upon my withdrawal from the Bethel Park School District. 
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Use and Care of Your Chromebook 
 

● Bring it to school every day. Chromebooks are intended for use at school each day.  Teachers will plan their 
lessons assuming that all students will bring their Chromebooks with them with plenty of charge.  In addition to 
teacher expectations for Chromebook use, school messages, announcements, calendars, and schedules may be 
accessed using Chromebooks. You are expected to be responsible to bring your Chromebook to all classes, unless 
specifically instructed to do otherwise by your teacher or principal. 

● Charge your Chromebook every night.  Be sure to have a full charge as you enter school each day.  Make 
charging your Chromebook part of your nightly routine before going to bed on school nights. 

● Makeup is a must if you do without. If you leave your Chromebook at school, or come to class without a charge, 
you are still responsible for all your coursework. If you leave your Chromebook at home for multiple consecutive 
days, your teacher or principal may request that you bring the device in to verify possession and condition of your 
Chromebook. Repeatedly not having your Chromebook at hand or not having it charged for class, may be cause for 
disciplinary action. 

● Keep only school-appropriate media on your computer. Inappropriate media should not be on the Chromebook 
and may not be used as a screensaver or background image. The Chromebook  should not be used to take photos 
unless as part of an assignment or instruction by school staff.  

● Do not take images, video or audio without subject consent and school staff permission. Taking pictures and 
recording audio or video without permission is inappropriate, and without consent is unlawful. Posting them to the 
Internet is a Level III violation of our school policies. 

● Obey copyright. Individually purchased, legal, school-appropriate media is allowed on your Chromebook, however, 
you may be asked to remove any media files at any time. Illegal downloading and distribution of copyrighted works 
are serious offences and carry with them the risk of substantial fines and criminal prosecution. Copyright 
infringement violates the District’s Internet Acceptable Use Policy and leads to disciplinary action at Levels II and III.  

● Abide by media content expectations.  Parents/guardians should work in concert with teachers and administrators 
to set expectations for appropriate apps, content, music, videos, games, and etexts on your Chromebrook. The 
following are NOT allowed on student Chromebooks:  apps rated 17+ or ESRB M(ature), films rated R and NC-17, 
television shows with TV-MA-rated content, and media rated Explicit Content. Inappropriate content is not allowed 
and any violation of this policy will result in disciplinary action. 

● Keep browsing safe and through the school filter.  The District’s IT department and technology support staff 
work responsibly to ensure that potentially inappropriate sites are blocked by the District’s Internet filter, in 
accordance with all applicable laws. Students are expected to abide by the Internet Acceptable Use Policy, and are 
in violation if they access sites through proxies or otherwise circumvent the school filter.  At home it is the parents’ 
and guardians’ responsibility to monitor students’ Internet access.  For more information on Internet safety, apps, 
and ratings, please check the guides at commonsensemedia.org. 

● Turn down the volume and pull out the headphones.  Speakers are to be muted at all times, unless you are 
granted  permission by your teacher for instructional purposes. You may also use headphones at teacher discretion. 

● Leave the District-loaded apps on your Chromebook.  Do not delete any District-loaded apps, folder, files, or file 
management software.  Deletion of certain files or apps will interfere with your ability to complete coursework. 

● Avoid eating and drinking while using your Chromebook.  Firstly, eating and drinking is bad for your personal 
hygiene because germs are more likely to be spread from the keyboard to your mouth. Secondly, doing so puts your 
Chromebook at risk to crumbs and spills that can do permanent damage to the function and life of your device. This 
is considered abuse. 

● Never leave your Chromebook unsecured. Your Chromebook should never be in an unlocked locker, car or any 
unsupervised area. This is considered abuse. 

● Never leave your Chromebook exposed to extreme elements. Chromebooks are sensitive to heat and liquids, 
therefore leaving them in cars, direct sunlight, outdoors, or anywhere they could get hot, cold, damp or wet should 
be avoided. This is considered abuse.. 

● Notify IT support, teachers, or administration if your Chromebook has a problem.  Whether your Chromebook 
is not functioning properly, has suffered some damage, or is missing, it is your responsibility to let a school official 
know as soon as possible. Never try to repair your Chromebook yourself. Clean only with a dry or slightly damp 
cloth. 
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No Expectation of Privacy 

 
No one should have any expectation of privacy or confidentiality with regard to any usage of a Chromebook issued by 
the District, regardless whether the usage happens for school-related purposes or not.  During school hours, without 
prior notice of consent, the District may access, supervise, view, monitor and record student use of Chromebooks at 
any time for any reason related to the operation of the District. Chromebook browsing history is always logged.  From 
time to time, the District may conduct random checks of Chromebooks and inspect their contents and condition. By 
using a Chromebook, students agree to such access, monitoring, and recording of their use. 
 
Monitoring Software 
 
School administrators, teachers, and instructional technology staff may use monitoring software that allows them to 
view screens and activity on student Chromebooks at school during school hours. 
 
Files Downloaded onto Chromebooks 
 
All images, documents, files, and apps downloaded onto the Chromebook become the property of Bethel Park School 
District as allowable by law. 
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 Incident Assessment Chart 
 

Incident Action(s) Necessary Cost 

Accidental Damage of 
Chromebook, Adapter or 
Power Cord 
(1st Instance) 

A report must be made immediately to administration or IT 
support staff, who will be responsible to record the incident.  
 
The device must be returned to school so that a new or 
spare device may be issued. 

With the Protection Plan, no cost 
for accidental damage. 
 
Without the Protection Plan, cost 
of repair or replacement will be 
assessed. 

Accidental Damage 
(2nd Instance and 
subsequent instances) 
 
More than one (1) 
occurrence of loss, theft 
or damage in a school 
year. 

A report must be made immediately to administration or IT 
staff, who will be responsible to record the incident.  
 
The device must be returned to school so that a new device 
or spare device, however, a spare device may not be issued 
for a 2nd break.  
 
The student may be required to wait until the original device 
is returned from service before having use of a Chromebook. 
 
Some loss of privileges of using the Chromebook may occur 
such as the following: 
 
-limiting participation in the Chromebook program 
-may not be permitted to take the device home 
 
This may also result in a referral for disciplinary action at 
Level II. 

With or without the Protection 
Plan student or parent/guardian 
pays for repair or replacement 
cost, whichever is lesser will be 
assessed.  
 
Per current Table of Estimated 
Repair/Damage Cost – available 
upon request. 

Intentional Damage / 
Abuse 

Upon notification or administration’s knowledge of an 
incident of intentional damage or abuse, the device must be 
returned to. Deliberate damage will be referred to the 
administration. 
 
Applicable Board policies and/or school building policies will 
be followed with regard to appropriate discipline for damage 
to school property. 

Up to replacement cost. 

Loss / Theft 
 
Unless person(s) 
responsible for a theft 
are identified, the 
incident will be 
considered a loss. 

A report must be made immediately to administration - In the 
event of theft or non-return, a police report will be filed. 

Replacement cost  
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 815.  ACCEPTABLE USE OF INTERNET, COMPUTERS AND NETWORK 

RESOURCES 
 

1. Purpose 
 

The Board supports use of computers, Internet and other network resources in the 
district's instructional and operational programs in order to facilitate learning, 
teaching and daily operations through interpersonal communications and access to 
information, research and collaboration. 
 
The district provides students, staff and other authorized individuals with access to 
the district’s computers, electronic communication systems and network, which 
includes Internet access, whether wired or wireless, or by any other means. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
2. Definitions 
 

18 U.S.C. 
Sec. 2256 

 
 
 
 
 

For instructional purposes, the use of network facilities shall be consistent with the 
curriculum adopted by the district as well as the varied instructional needs, learning 
styles, abilities, and developmental levels of students. 
 
This Board policy is provided so technology users are aware of their responsibilities 
when using the Bethel Park School District’s (BPSD) technology resources and to 
explain to users that they will be held accountable for their noncompliance with this 
policy. 
 
The district’s technology resources are made available to users to support district 
educational goals by facilitating resource sharing, innovation, and communication 
among faculty, students, administrators, and the community. 
 
The term child pornography is defined under both federal and state law. 
 
Child pornography - under federal law, is any visual depiction, including any 
photograph, film, video, picture, or computer or computer-generated image or 
picture, whether made or produced by electronic, mechanical, or other means, of 
sexually explicit conduct, where: 
 
1. The production of such visual depiction involves the use of a minor engaging in 

sexually explicit conduct; 
 

Page 9 of 26 



 

 
 
 
 
 
 
 
 

18 U.S.C. 
Sec. 6312 

 
 
 
 
 

20 U.S.C. 
Sec. 6777 
47 U.S.C. 
Sec. 254 

 
 
 
 
 
 
 
 
 
 

18 Pa. C.S.A. 
Sec. 5903 

 
 
 
 
 
 
 
 
 
 

18 Pa. C.S.A. 
Sec. 5903 

 
 
 

 
2. Such visual depiction is a digital image, computer image, or computer-generated 

image that is, or is indistinguishable from, that of a minor engaging in sexually 
explicit conduct; or 

 
3. Such visual depiction has been created, adapted, or modified to appear that an 

identifiable minor is engaging in sexually explicit conduct. 
 
Child pornography - under state law, is any book, magazine, pamphlet, slide, 
photograph, film, videotape, computer depiction or other material depicting a child 
under the age of eighteen (18) years engaging in a prohibited sexual act or in the 
simulation of such act. 
 
The term harmful to minors is defined under both federal and state law. 
 
Harmful to minors - under federal law, is any picture, image, graphic image file or 
other visual depiction that: 
 
1. Taken as a whole, with respect to minors, appeals to a prurient interest in nudity, 

sex or excretion; 
 
2. Depicts, describes or represents in a patently offensive way with respect to what 

is suitable for minors, an actual or simulated sexual act or sexual contact, actual 
or simulated normal or perverted sexual acts, or lewd exhibition of the genitals; 
and 

 
3. Taken as a whole lacks serious literary, artistic, political or scientific value as to 

minors. 
 
Harmful to minors - under state law, is any depiction or representation in whatever 
form, of nudity, sexual conduct, sexual excitement, or sadomasochistic abuse, when 
it: 
 
1. Predominantly appeals to the prurient, shameful, or morbid interest of minors; 
 
2. Is patently offensive to prevailing standards in the adult community as a whole 

with respect to what is suitable for minors; and 
 
3. Taken as a whole lacks serious literary, artistic, political, educational or scientific 

value for minors. 
 
Obscene - any material or performance, if: 
 
 
1. The average person applying contemporary community standards would find that 

the subject matter taken as a whole appeals to the prurient interest; 
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47 U.S.C. 
Sec. 254 

 

 
2. The subject matter depicts or describes in a patently offensive way, sexual 

conduct described in the law to be obscene; and 
 
3. The subject matter, taken as a whole, lacks serious literary, artistic, political, 

educational or scientific value. 
 
Technology protection measure - a specific technology that blocks or filters 
Internet access to visual depictions that are obscene, child pornography or harmful to 
minors. 
 
Incidental personal use – The district reserves the right to monitor, track, access, 
and log the use of its technology resources at any time. 
 

3. Authority 
 
 
 
 
 

The availability of access to electronic information does not imply endorsement by 
the district of the content, nor does the district guarantee the accuracy of information 
received. The district shall not be responsible for any information that may be lost, 
damaged or unavailable when using the network or for any information that is 
retrieved via the Internet. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Pol. 103, 233, 317 
 

The district shall not be responsible for any unauthorized charges or fees resulting 
from access to the Internet or other network resources.  In addition, the user is solely 
responsible for any claims, lawsuits, causes of action, damages, judgements, losses, 
expenses, and liabilities arising from their actions while using the district’s systems 
without limitation.  
 
For students and student guests, the use of personal or non-district computing 
devices on the BPSD network is permitted only on specially designated 
district-operated networks.  When a student, parent/guardian, or employee connects a 
personal or non-district computing device (including but not limited to laptops, 
gaming consoles, flash drives, and cell phones) to a BPSD-operated network, they 
are agreeing to the requirements contained in this policy and should consider his/her 
personal device subject to the same levels of monitoring and access as any 
BPSD-owned, leased, or licensed technology device.  Student owned or assigned 
devices, once in a district building, may not be allowed to connect to an outside 
network or personal “hotspot” in an attempt to circumvent district-owned filtering 
hardware or software. 
 
For all users, including staff and students, all district-provided accounts; i.e. Google, 
Gmail, Chrome, Chromebooks, O365, Active Directory, Azure, etc. or any 
district-provided account that links to any of the above and any account associated 
with or used on district-provided technology is subject to monitoring and review 
anywhere they are used, including outside of the district. 
 
The Board declares that computer and network use is a privilege, not a right. The 
district’s computer and network resources are the property of the district. Users shall 
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47 U.S.C. 
Sec. 254 

 
 
 
 
 
 
 

Pol. 103, 103.1,  
104 
 

Pol. 249 
 

Pol. 218.2 
 

SC 4604 
20 U.S.C  
Sec. 6777 
47 U.S.C. 
Sec. 254 

 
 

SC 4604 
 
 
 
 

SC 4610 
20 U.S.C  
Sec. 6777 

have no expectation of privacy in anything they create, store, send, delete, receive or 
display on or over the district’s Internet, computers or network resources, including 
personal files or any use of the district’s Internet, computers or network resources. 
The district reserves the right to monitor, track, and log network access and use; 
monitor fileserver and cloud storage space utilization by district users; or deny 
access to prevent unauthorized, inappropriate or illegal activity and may revoke 
access privileges and/or administer appropriate disciplinary action. The district shall 
cooperate to the extent legally required with the Internet Service Provider (ISP), 
local, state and federal officials in any investigation concerning or related to the 
misuse of the district’s Internet, computers, network resources and/or other district 
subscribed services. 
 
The Board requires all users to fully comply with this policy and to immediately 
report any violations or suspicious activities to the Superintendent or designee. 
 
The Board establishes the following materials, in addition to those stated in law and 
defined in this policy, that are inappropriate for access by minors: 
 
1. Defamatory. 
 
2. Lewd, vulgar, or profane. 
 
3. Threatening. 
 
4. Harassing or discriminatory 
 
 
5. Bullying 
 
6. Terroristic 
 
The district reserves the right to restrict access to any Internet sites or functions it 
deems inappropriate through established Board policy, or the use of software and/or 
online server blocking. Specifically, the district operates and enforces a technology 
protection measure(s) that blocks or filters access to inappropriate matter by minors 
on its computers used and accessible to adults and students. The technology 
protection measure shall be enforced during use of computers with Internet access. 
 
Upon request by students or staff, the Superintendent or designee shall expedite a 
review and may authorize the disabling of Internet blocking/filtering software to 
enable access to material that is blocked through technology protection measures but 
is not prohibited by this policy. 
 
Upon request by students or staff, building administrators may authorize the 
temporary disabling of Internet blocking/filtering software to enable access for bona 
fide research or for other lawful purposes. Written permission from the 
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parent/guardian is required prior to disabling Internet blocking/filtering software for 
a student’s use. If a request for temporary disabling of Internet blocking/filtering 
software is denied, the requesting student or staff member may appeal the denial to 
the Superintendent or designee for expedited review. 

 
4. Delegation of 
Responsibility 
 

SC 4604 
 

 
The district shall make every effort to ensure that this resource is used responsibly by 
students and staff. 
 
The district shall inform staff, students, parents/guardians and other users about this 
policy through employee and student handbooks, posting on the district website, and 
by other appropriate methods. A copy of this policy shall be provided to 
parents/guardians, upon written request. 
 
All regular users (district students and staff) of district networks or district-owned 
equipment shall, prior to being given access or being issued equipment, review and 
sign user agreements acknowledging awareness of the provisions of this policy, and 
awareness that the district uses monitoring systems to monitor and detect 
inappropriate use, in cooperation with local law enforcement, tracking systems to 
track and recover lost or stolen equipment. 
 
Student user agreements shall also be reviewed and signed annually by a 
parent/guardian. 
 

 Administrators, teachers and staff have a professional responsibility to work together 
to help students develop the intellectual skills necessary to discern among 
information sources, to identify information appropriate to their age and 
developmental levels, and to evaluate and use the information to meet their 
educational goals. 
 

 Students, staff and other authorized individuals have the responsibility to respect and 
protect the rights of every other user in the district and on the Internet. 
 

 Building administrators shall make initial determinations of whether inappropriate 
use has occurred. 
 

20 U.S.C. 
Sec. 6777 
47 U.S.C. 
Sec. 254 
47 CFR 
Sec. 54.520 

The Superintendent or designee shall be responsible for recommending technology 
and developing procedures used to determine whether the district's computers are 
being used for purposes prohibited by law or for accessing sexually explicit 
materials. The procedure shall include but not be limited to: 
 
 
 
1. Utilizing a technology protection measure that blocks or filters Internet access for 

minors and adults to certain visual depictions that are obscene, child 
pornography, harmful to minors with respect to use by minors, or determined 
inappropriate for use by minors by the Board. 
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 2. Maintaining and securing a usage log. 

 
 
 

47 U.S.C. 
Sec. 254 

 
 
 
 
 

SC 1303.1-A 
Pol. 249 

 

3. Monitoring online activities of all users. 
 
The Superintendent or designee shall develop and implement administrative 
regulations that ensure students are educated on network etiquette and other 
appropriate online behavior, including: 
 
1. Interaction with other individuals on social networking websites and in chat 

rooms. 
 
2. Cyberbullying awareness and response. 
 

5. Guidelines 
 
 
 
 
 
 
 
 
 
 
 
 

47 U.S.C. 
Sec. 254 
47 CFR 
Sec. 54.520 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Network accounts shall be used only by the authorized owner of the account for its 
approved purpose. Network users shall respect the privacy of other users on the 
system. 
 
Safety 
 
It is the district’s goal to protect users of the network from harassment and unwanted 
or unsolicited electronic communications. Any network user who receives 
threatening or unwelcome electronic communications or inadvertently visits or 
accesses an inappropriate site shall report such immediately to a teacher or 
administrator. Network users shall not reveal personal information to other users on 
the network, including chat rooms, e-mail, social networking websites, etc. 
 
Internet safety measures shall effectively address the following: 
 
 
 
 
1. Control of access by all users to inappropriate matter on the Internet and World 

Wide Web. 
 
2. Safety and security of all users when using electronic mail, chat rooms, and other 

forms of direct electronic communications. 
 
3. Prevention of unauthorized online access by all users, including "hacking" and 

other unlawful activities. 
 
4. Unauthorized disclosure, use, and dissemination of personal information 

regarding all users. 
5. Restriction of minors’ access to materials harmful to them and restriction of all 

users to access materials deemed to be obscene or otherwise not appropriate for 
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educational pursuits or for use within an educational setting. 
 
School District Limitation Of Liability 
 
The district makes no warranties of any kind, either expressed or implied, that the 
functions or the services provided by or through the school district’s technology 
resources will be error-free or without defect.  The school district does not warrant 
the effectiveness of Internet filtering.  The electronic information available to users 
does not imply endorsement of the content by the district, nor is the district 
responsible for the accuracy or quality of the information obtained through or stored 
on the technology resources.  The district shall not be responsible for any damaged, 
delayed, misdelivered or unavailable when using the technology resources.  The 
district will not be responsible for stolen, damaged or lost personal devices of 
students, employees, or guests.  The district shall not be responsible for material that 
is retrieved through the Internet, or the consequences that may result from them.  The 
district shall not be responsible for any financial obligations, charges or fees 
resulting from access to the technology resources. 

  
Prohibitions – These prohibitions apply to district students, staff and network guests 
at all times. 
 

 With regards to district networks, district-provided accounts and district-provided or 
assigned technology, users are expected to act in a responsible, ethical and legal 
manner in accordance with district policy, accepted rules of network etiquette, and 
federal and state law. Specifically, the following uses are prohibited: 
 

 1. Use of technology resources to violate the law, facilitate illegal activity, or to 
encourage others to do so. 

 
 2. Commercial or for-profit purposes (i.e. selling / reselling / buying on eBay, 

Craigslist, or other similarly intended seller to buyer sites or otherwise using 
district technology during or beyond the workday to create, access or otherwise 
generate income beyond that provided through district employment). 

  
 
 
 

SC 1303.1-A 
Pol. 249 

 

3. Product advertisement or political lobbying (i.e. creating a political candidate 
web site or blog entry). 

 
4. Use of technology resources to bully, cyberbully or to otherwise communicate 

terroristic threats, discriminatory remarks, or hate (by sending threatening emails, 
making threatening or posting inappropriate comments using online resources 
banning or discouraging users from legitimate educational activities, etc.). 

 
 5. Hate mail, discriminatory remarks, and offensive or inflammatory 

communication. 
 

 6. Unauthorized or illegal installation, distribution, reproduction, or use of 
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copyrighted materials. 
 

Pol. 237 7. Use of technology resources to create, access, or to distribute content that is or is 
related to or contains obscenity, profanity, inappropriate language, lewd or vulgar 
behavior, pornography, child pornography, harassing, or terroristic materials, 
illicit firearm information, or drug paraphernalia. 

 
 8. Access by all users to material that is harmful to minors or is determined 

inappropriate for minors in accordance with Board policy. 
 

 9. Inappropriate language or profanity (i.e. in written electronic form, verbalized or 
visually depicted using network / Internet-based audio visual resources, sites or 
transport mechanisms). 

 
 10. Transmission of material likely to be offensive or objectionable to recipients. 

 
 11. Intentional obtaining or modifying of files, passwords, and data belonging to 

other users. 
 

 12. Impersonation of another user, anonymity, and pseudonyms. 
 

Pol. 814 13. Fraudulent copying, communications, or modification of materials in violation of 
copyright laws. 

 
 14. Loading or using of unauthorized games, programs, files, or other electronic 

media (i.e. installing or loading a virus or file containing a virus from a thumb 
drive). 

 
 15. Disruption of the work of other users (i.e. initiating a network-based attack from 

within or directed towards the district network or district owned equipment or 
any district user in order to create congestion or deny access to legitimate 
educational resources for any period of time). 

  
16. Use of technology resources to intentionally obtain, modify or delete files, 

passwords, communications, and/or data belonging to other users or to the 
District (i.e. sitting at a computer where the prior user did not log out and 
deleting all of their files). 

 
17. Quoting of personal communications in a public forum without the original 

author’s prior consent.  
 

18. Altering or attempting to alter other users’ or system files, system security 
software, system or component settings, or the systems themselves, without 
authorization. 

 
19. Use of Internet proxies, anonymizer sites or similar to bypass or negate filtering 
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of objectionable or forbidden content (i.e. adding or attempting to add an 
extension to a device in order to assume anonymity to avoid tracking and / or 
gain access to sites deemed by the district to be inappropriate). 

 
20. Use of torrent, bittorrent or other non-district sanctioned file / media sharing or 

access sites. 
 

21. Accessing or attempting to access the “dark web” or “underground Internet” by 
using direct IP access, tunneling protocols or sites intended to facilitate access to 
such otherwise forbidden areas of the Internet. 

 
22. Accessing, sending, receiving, transferring, viewing, sharing or downloading 

confidential information without authorization. 
 

23. Use of technology resources to violate any other District policy. 
 

24. Use of technology resources to engage in any intentional act which might 
threaten the health, safety, or welfare of any person or persons. 

 
25. Use of technology resources to cause, or threaten to cause harm to others or 

damage to their property. 
 

26. Use of technology resources to communicate words, photos, videos, or other 
depictions that are obscene, indecent, vulgar, rude, profane, threatening or that 
advocate illegal drug use. 

 
27. Use of technology resources to create, or to distribute printed materials (from any 

materials; i.e. paper or 3-dimensional plastic) that are or are related to or that 
contain obscenity, profanity, inappropriate language, pornographic depictions, 
weapons, weapon parts or drug paraphernalia (i.e. using a 3D plastic extrusion 
printer to print a knife, firearm, firearm parts or depictions of any weapon that 
would otherwise be prohibited on school grounds). 

 
28. Use of technology resources to attempt to interfere with or disrupt District 

technology systems, networks, services, or equipment including, but not limited 
to, the creation or propagation of computer “viruses” and “worms”, Trojan Horse 
and trapdoor program codes including key loggers. 

 
29. The destruction of or attempted physical harm or attempted destruction of 

District technology resources. 
30. Use of technology resources in a manner that jeopardizes the security of the 

District’s technology resources, or in a manner that attempts to circumvent any 
system security measures (i.e. using a ‘booter’ or ‘stressor’ services or bandwidth 
testing network or accessing a remote proxy by traversing illegitimate US 
networks or by attempting to evade detection through tunneling, route reflection, 
bouncing or DNS spoofing or any other current or yet to be discovered 
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obfuscating or security defeating techniques). 
 

31. Use of District technology resources by students to tether or otherwise connect to 
a non-District owned device to access an unfiltered and/or unmonitored internet 
connection (i.e. connecting a Chromebook to a Verizon Mifi or a friend’s hotspot 
on their mobile phone). 

 
32. The use of proxies or other means to bypass internet content filters and 

monitoring. 
 

33. The use of district-owned technology resources, electricity and Internet 
bandwidth to gamble, mine bit-coin, process blockchain transactions or otherwise 
engage in related financial scheme activities 

 
34. Gaining or attempting to gain unauthorized access into a restricted system or 

changing settings or access rights to a restricted system or account. 
 

35. The use of encryption software that has not been previously approved by the 
District (i.e. PGP, VPNs, WhatsApp, etc.). 

 
36. Sending unsolicited mass-email messages, also known as spam or sending any 

number of email messages anonymously or presuming to be using an email 
identity that is not yours and for which you have no permission to use.  

 
37. Scanning the District’s technology resources for security vulnerabilities (i.e. 

using network scanning tools or network scanning web sites from either a 
district-owned device or a personal device and from either inside the district or 
outside the district in order to identify ways into or out of the district network 
that would otherwise be blocked by normally permitted means). 

 
 Security 

 
 System security is protected through the use of passwords. Failure to adequately 

protect or update passwords could result in unauthorized access to personal or 
district files. To protect the integrity of the system, the following guidelines shall be 
followed: 
 

 1. Neither district staff or students shall reveal their passwords to another 
individual. 

 2. Users are not to use a computer that has been logged in under another student's or 
employee's name. 

 
3. Any user identified as a security risk or having a history of problems with other 

computer systems may be denied access to the network or district 
subscribed/cloud resources. 
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17 U.S.C. 
Sec. 101 et seq 
Pol. 814 

Copyright 
 
The illegal use of copyrighted materials is prohibited. Any data uploaded to or 
downloaded from the network shall be subject to fair use guidelines and applicable 
laws and regulations. 
 
District Website 
 
The district shall establish and maintain a website and shall develop and modify its 
web pages to present information about the district under the direction of the 
Superintendent or designee. All users publishing content on the district website shall 
comply with this and other applicable district policies. 
 
No users shall copy or download information from the district website and 
disseminate such information (in either original or modified form) on unauthorized 
web pages without authorization from District administration. 
 

 Consequences For Inappropriate Use 
 

SC 4604 
 

All users shall be responsible for damages to the equipment, systems, and software 
resulting from deliberate or willful acts.  Student financial obligations will be 
assessed for deliberate or willful acts that cause financial damages to equipment, 
systems and software. 
 

 Illegal use of the network; intentional deletion or damage to files of data belonging 
to others; copyright violations; and theft of services or theft of assigned devices will 
be reported to the appropriate legal authorities for possible prosecution. 
 

 
 
 

General rules for behavior and communications apply when using the Internet, in 
addition to the stipulations of this policy. 

 
 
 
 
 

Pol. 218, 233, 317 
       417, 517 

Vandalism shall result in loss of access privileges, disciplinary action, and/or legal 
proceedings. Vandalism is defined as any malicious attempt to harm or destroy 
devices or data of another user, other Internet users or other networks; this includes 
but is not limited to uploading or creating computer viruses. 
 
Failure to comply with this policy or inappropriate use of the Internet, district 
network or computers shall result in usage restrictions, loss of access privileges, 
disciplinary action, and/or legal proceedings. 
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 References: 
 
School Code – 24 P.S. Sec. 1303.1-A, 4601 et seq, 4604, 4610,  
 
PA Crimes Code – 18 Pa. C.S.A. Sec. 5903, 6312 
 
Title 18 – Crimes and Offenses Sec. 2709 
 
Child Internet Protection Act – 24 P.S. Sec. 4601 et seq. 
 
U.S. Copyright Law – 17 U.S.C. Sec. 101 et seq. 
 
Sexual Exploitation and Other Abuse of Children – 18 U.S.C. Sec. 2256 
 
Enhancing Education Through Technology Act – 20 U.S.C. Sec. 6777 
 
Internet Safety, Children’s Internet Protection Act – 47 U.S.C. Sec. 254 
 
Children’s Internet Protection Act Certifications, Title 47, Code of Federal 
Regulations – 47 CFR Sec. 54.520 
 
Board Policy – 103, 103.1, 104, 218, 218.2, 220, 233, 237, 249, 317, 417,  
     517, 814 
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Procedures for Damages Not Covered 
 
 

1. Did not purchase annual Technology Protection Plan 
 

a. Parent/Guardian/Student will complete damage report 
b. Technology Department will assess damage and prepare cost to fix 
c. Parent/Guardian/Student will receive an invoice of cost and description of repair 
d. Record of invoice sent and any payments received will be sent to the Building for the student record 

 
 
 
 

2. Technology Protection Plan purchased but repair not covered; Chromebook determined to be lost, stolen, 
vandalized, abused, or have multiple accident claims. 

 
a. Parent/Guardian/Student will complete damage report 
b. Technology Department will assess damage and prepare cost to fix 
c. Technology Department will provide explanation of why the damage was deemed not to be covered by 

Technology Protection Plan 
d. Parent/Guardian/Student will receive an invoice of cost and description of repair 
e. Record of invoice sent and any payments received will be sent to the Building for the student record 
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Bethel Park School District                         Chromebook Damage Report 

 
 

Name: _______________________________________________________________________________ 
 
Passcode to unlock unit: __________________________ Asset Tag # ___________________________ 
 
Building: _______________________________________ Grade: _______________________________ 
 
Date _______________________________________________ 
 
 
Description of Damage (include how the damage occurred): 
 
______________________________________________________________________________________ 
 
______________________________________________________________________________________ 
 
______________________________________________________________________________________ 
 
______________________________________________________________________________________ 
 
______________________________________________________________________________________ 
 
______________________________________________________________________________________ 
 
______________________________________________________________________________________ 
 
Student Signature: ____________________________________ 
 
Parent/Guardian Signature: ____________________________ Phone # _________________________ 
 
Principal Signature: ___________________________________ Date: ___________________________ 
 
****************************************************************************************************************** 
Official Use Only:  
 
Protection Plan Purchased:   YES     NO Damaged Covered:   YES      NO 

If NO, rationale:  
____________________________________________________________________________ 

Resolution / Action: 
____________________________________________________________________________ 

 
__________________________________ Date: _________________ 

Signature of School Official 
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